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EXECUTIVE SUMMARY 

 
Objectives 
This report provides the high level architecture for the Common Sensor Web Platform, including the 
design of data flows and interfaces between the various components and sensors. The work is based 
on standards and existing systems. It also ensures that best strategic design decisions are followed 
enabling data services to connect to GEOSS, etc. 
 
Rationale 
This report prepares for upcoming WP3 activities for building the Common Sensor Web Platform. It 
provides the high level architecture framework using proven design patterns and best practices of 
service oriented architecture (SOA). The finer details of the architecture components will be specified 
as part of COMMON SENSE tasks 3.2 to 3.6. 
 
 
The Sensor Web research field is a key part of the Common Sensor Web Platform. The Sensor Web 
aims to connect sensors to the Web making them available to various applications. This leads to 
three main architectural layers: 

1. The sensor layer consists of the actual hardware devices and the various kinds of 
communication protocols. 

2. The intermediary Sensor Web layer acts as a middleware and provides functionality to bridge 
between sensors and applications. 

3. The application layer is where direct interaction with clients (human end users or computers) 
takes place. 

 
The Sensor Web layer uses OGC’s Sensor Web Enablement (SWE) standards. In general, the 
connection between the sensor web layer and the application layer is well-defined, although some 
aspects are still not mature. However, the overall connection between the sensor web layer and the 
sensor layer is less well-defined. Therefore, the Sensor Web layer consisting of SWE technologies, 
and the bridge to and the architecture of the physical sensor layer form the main focus of this report. 
 
This report contains architecture analysis and diagrams for the following services (the first being of 
highest priority): 

1. Sensor metadata and observation data access service (SOS) 
2. Sensor discovery service, ontology and semantic reasoning service (SIR,SOR/SWS,CSW) 
3. Sensor eventing service (SES) 
4. Sensor tasking service (SPS) 
5. Sensor status service (SIR) 

 
The architecture of the physical sensor layer is also described. This layer is  designed to collect the 
real time sensor data, primarily from distributed novel sensor units developed in COMMON SENSE 
and store the data in the middleware sensor interface unit. However, with careful design of the 
interface and protocols, we intend to enable interoperability with as many of the other devices 
developed in the framework of the OCEANS 2013-2 projects (ScHema/neXOS/SenseOcean) as 
possible 
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1 INTRODUCTION 

1.1 Background 
The COMMON SENSE project aims to support the implementation of European Union marine policies 
such as the Marine Strategy Framework Directive (MSFD) and the Common Fisheries Policy (CFP). 
The project has been designed to directly respond to requests for integrated and effective data 
acquisition systems by developing innovative sensors that will contribute to our understanding of 
how the marine environment functions. It aims to develop and provide cost-effective and multi-
functional innovative sensors to perform reliable in-situ measurements in the marine environment. 
 
The core project research will focus on increasing the availability of standardised data on: 
eutrophication; concentrations of heavy metals; microplastic fraction within marine litter; 
underwater noise; and other parameters such as temperature and pressure. This will be facilitated 
through the development of a sensor web platform, called the Common Sensor Web Platform 
(CSWP). 

 

Figure 1-1. Common Sensor Web Architecture 

  
This report is guided by the state of the art review report COMMON SENSE D2.3 “Review of Sensor 
Web Middleware” [LDBM14] which provides an overview of common sensor web standards and best 
practices of relevance to the implementation of the CSWP. A high-level architecture for the CSWP is 
illustrated in Figure 1-1. As shown in this figure, the CSWP is the software platform that will integrate 
the COMMON SENSE sensor data and observations and deliver them to the Web, in standard formats 
and through standard interfaces. It will be designed based on Open Geospatial Consortium (OGC) 
standards and best practices, more specifically OGC’s Sensor Web Enablement (SWE) standards. Data 
will be collected from the sensors through standardised data acquisition interfaces. Data will then be 
stored in a centralised database management system and delivered to users and to existing earth 
observation systems, such as the Global Earth Observation System of Systems (GEOSS) and the 
Global Ocean Observing System (GOOS), using standard interfaces. 
 

1.2 Sensor Web layer stack 
The Sensor Web research field is a key part of the Common Sensor Web Platform. The Sensor Web 
aims to connect sensors to the Web making them available to various applications. This leads to 
three main architectural layers (Figure 1-2). The sensor layer consists of the actual hardware devices 
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and the various kinds of communication protocols. The intermediary sensor web layer acts as a 
middleware and provides functionality to bridge between sensors and applications. The application 
layer is where direct interaction with clients (human end users or computers) takes place. 
Applications can run on various client devices ranging from smartphones to servers [BEJ11]. The 
sensor web layer uses OGC’s Sensor Web Enablement (SWE) standards. In general, the connection 
between the sensor web layer and the application layer is well-defined, although some aspects are 
still not mature. However, the overall connection between the sensor web layer and the sensor layer 
is less well-defined [BBB11]. Therefore, the sensor web layer consisting of SWE technologies, and the 
bridge to and the architecture of the physical sensor layer form the main focus of this report. 
 

 

Figure 1-2. Sensor Web layer stack 

1.3 Organisation of this report 
This report is organised as follows. 
 
Chapter 2 analyses the various OGC SWE services that are relevant for building the Common Sensor 
Web Platform (CSWP) to inform architectural design decisions.  
 
Chapter 3 outlines the architecture diagrams for implementing the CSWP services based on the 
Chapter 2 analyses. 
 
Chapter 4 outlines the physical sensor layer designed to collect the real time sensor data, primarily 
from distributed sensor units, store the data in the middleware sensor interface unit 
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2 SWE ANALYSIS 
This chapter analyses various OGC Sensor Web Enablement (SWE) services that are relevant for 
building the Common Sensor Web Platform. The SWE initiative has defined, prototyped and tested a 
suite of standardised web service interfaces and encodings that enable [SWE15]: 

• discovery of sensors, processes, and observations 
• tasking of sensors or models 
• access to observations and observation streams 
• publish-subscribe capabilities for alerts 
• robust sensor system and process descriptions 

2.1 Sensor Observation Service (SOS) 
Sensor Observation Service (SOS) provides a standardised interface for managing and retrieving 
metadata and observations from heterogeneous sensor systems [BSE12]. Some important SOS web 
service operations are illustrated in Figure 2-1 and Figure 2-2. From the user application side it 
enables access to sensor descriptions and observations. A user application can include external 
systems such as GEOSS, etc. From the sensor perspective it enables registration of the sensor or 
sensor system into the SOS server, and subsequently enables that sensor to insert observation data. 
 

 

Figure 2-1. Key SOS web service operations overview 

 

 

Figure 2-2. Listing of key SOS web service operations from sensor perspective 

 
For the initial step, it is required to register a sensor or sensor system into the SOS. This is achieved 
using the InsertSensor operation. The SensorML encoding standard is used to describe the sensor. 
SensorML provides a framework to describe a measurement process. It is well-suited for the 
description of sensor, sensor systems, and the processes surrounding sensor observations [BR12]. 
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After the sensor is successfully registered, it is now possible for that sensor to insert observation 
result data into the SOS. This is achieved using either InsertObservation operation or the combined 
InsertResultTemplate and InsertResult operations. The Observations and Measurements (O&M) 
model and encoding standard is used as the data exchange format for both approaches [Cox13a] 
[Cox13b]. For the first approach, using the InsertSensor operation, a full O&M data exchange 
document is used. This contains the observation metadata, structure of the results, and the actual 
results. For the second approach, the InsertResultTemplate operation is initially invoked. This 
registers an O&M data exchange template containing the observation metadata and structure for the 
results. It does not contain actual results. After a result template is successfully registered, it is now 
possible for a sensor to subsequently insert O&M observation results for that given template using 
InsertResult. If the metadata contained in the observations remain the same, this later approach is a 
very useful way to insert observation results without the need to repeatedly transmit the same static 
set of observation metadata. This is useful if the communication bandwidth and processing power of 
the sensor is limited. 

2.1.1 SOS - use case scenarios 

Figure 2-3 illustrates the COMMON SENSE use case for SOS. The use case contains a numbers of 
scenarios. These SOS scenarios are developed in order to help define a more resilient system 
architecture. Scenario 1 is the most automated and is recommended for most COMMON SENSE data 
types. An automated Scenario 5 is also recommended for managing binary files such as sound files. 
 

 

Figure 2-3. COMMON SENSE SOS use case – sensor metadata and observation data access service 
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Sensor metadata and observation data access service scenario 1 
 
Insert sensor description automatically, insert observations automatically 
The person, who deploys the sensor system, first configures the sensor system concerning SOS 
requirements for both SensorML and O&M metadata fields, e.g. SOS server endpoint, parameter 
names, serial number of the device, etc. This will enable the sensor to communicate with the SOS 
server with the correctly configured SensorML and O&M documents. 
 
Step 1: The sensor automatically registers the SensorML document with the SOS server. 
Step 2: The sensor automatically inserts or uploads O&M data to the SOS server (e.g. every hour, 
day, etc.) 
 
Thereafter, client applications can access the metadata and observation data. 
 

 
 

Sensor metadata and observation data access service scenario 2 
 
Insert sensor description manually, insert observations automatically 
The SensorML is prepared offline and inserted into the SOS server manually by a human. 
Thereafter, the sensor deployment person configures the sensor system concerning SOS 
requirements for O&M, e.g. SOS server endpoint, parameter names, etc. 
 
Step 1: A person manually registers the SensorML document with the SOS server. 
Step 2: The sensor automatically inserts or uploads O&M data to the SOS server (e.g. every hour, 
day, etc.) 
 
Thereafter, client applications can access the metadata and observation data. 
 

 
 

Sensor metadata and observation data access service scenario 3 
 
Insert sensor description manually, insert observations manually 
If the sensor is deployed in a location without the required Internet access requirements, then the 
data may be bulk uploaded to the SOS at a later date. Both the SensorML and O&M are prepared 
offline and inserted manually by a human. 
 
Step 1: A person manually registers the SensorML document with the SOS server. 
Step 2: A person manually inserts or uploads O&M data to the SOS server. 
 
Thereafter, client applications can access the metadata and observation data. 
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Sensor metadata and observation data access service scenario 4 
 
Unsupported sensor metadata and/or observation formats 
If the sensor system is not fully or only partially conforms to SOS requirements (e.g. the metadata 
and data are not available in the required SensorML and O&M formats), then a software module is 
required to transform the given metadata and data into the SensorML and O&M formats. This 
software module can be located on a server. 
 
Step 1: A transformation routine is invoked to create the SensorML metadata document. This 
SensorML document is then registered with the SOS server. 
Step 2: A transformation routine is invoked to create the O&M data document. This O&M 
document is then inserted or uploaded to the SOS server.  
 
This scenario can be further broken down into sub-scenarios, where the 2 transformation steps 
can be invoked manually or automatically depending on requirements. 
 
Thereafter, client applications can access the metadata and observation data. 
 

 
 

Sensor metadata and observation data access service scenario 5 
 
Support of binary datasets referenced from O&M 
If the sensor system produces large, complex or specialised data, then fully encoding such data 
within O&M may not be practical. An example is underwater sound files recorded by hydrophone. 
While simple underwater noise summary data can be easily encoded in O&M, the encoding of the 
actual raw sound data may be best encoded in industry standard binary formats such as WAV files. 
 
For such datasets, it is still recommended to use the O&M structure to encode information such as 
geolocation of the sound file, reference to sensor device used, and other metadata. This will 
ensure that data can be discovered by users of the SOS server. However, the O&M result will not 
be directly encoded inline. Instead, the O&M result will be given as a link reference to the WAV 
file, e.g. a URL link to a web server where the WAV file can be actually downloaded. 
 
This scenario will involve 2 files: 

1. An O&M file (result data is not encoded inline, but is referenced) 
2. An external file (e.g. WAV file) 

 
This scenario can be further broken down into sub-scenarios, including: 
 

1. Sensor device sends 2 files to the server for processing. Server side software will first push 
the WAV file onto a dedicated web server (e.g. Apache2 web server). Next the O&M 
document is finalised, where the O&M results section will contain the URL link to the WAV 
file. This O&M document is then inserted into the SOS server. 

2. Same as above, except data is pulled from, for example, an intermediate web server that 
specialises in processing a raw dataset into an observation product. 

 
Thereafter, client applications can access the metadata and observation data. 
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2.2 Sensor Instance Registry (SIR) 
Sensor Instance Registry (SIR) is intended as a broker service which mediates between the highly 
dynamic and SensorML based world of sensor networks and Spatial Data Infrastructure (SDI) 
concepts, especially OGC Catalog Service for the Web (CSW). SIR can be grouped into 4 parts [JN10]: 
 

1. Sensor discovery:  
searching for sensors and retrieving SensorML documents. 

2. Sensor metadata collection:  
harvesting sensor descriptions from other SWE services, or directly inserting sensor 
descriptions. 

3. Sensor status handling:  
operations for searching, retrieving, subscribing, and inserting sensor status information. 

4. Catalog linking:  
transformation mechanisms for translating SensorML to OGC CSW models such as ebRIM. 

 
The SIR specification is an OGC discussion paper. Therefore, SIR is not viewed as a stable or a final 
specification. In fact, the SIR discussion paper suggests that SIR should be aligned to other existing 
SWE services. It especially mentions that the discovery functionality and the access to sensor status 
information might be realised using operations of SOS, while the subscription to sensor status 
information might also be covered by operations described in the Sensor Event Service (SES) 
specification (cf. Section 2.4) [JN10]. 

 

Figure 2-4. SIR sensor discovery 

 
Figure 2-4 illustrates key SIR operations for sensor discovery and linking to a CSW server. From the 
user application side this enables search functionality via SIR and CSW service interfaces. The SIR 
SearchSensor operation enables a client to search for sensor instances. An optional Sensor 
Observable Registry (SOR) GetMatchingDefinitions request can be invoked via SearchSensor. This is 
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used for finding related phenomena in the search using semantic reasoning techniques. Alternatively 
a SWS (Semantic Web Service) GetRelatedConcepts request can implement similar semantic 
reasoning techniques. Both SOR and SWS are discussed in Section 2.3. The DescribeSensor operation 
enables a client to retrieve SensorML. The ConnectToCatalog operation establishes a link between a 
SIR server and an OGC CSW server. A continuous push process of sensor metadata into the CSW can 
be made using this operation. Thereafter, a user application may search sensor metadata from that 
CSW server using GetRecords and GetRecordById operations. CSW 2.0.2 is the current stable 
standard [NWV07]. In addition, the proposed CSW 3.0 standard will add support for OpenSearch with 
geospatial and temporal extensions [BNV10]. 
 
SensorML is registered into SIR via either the HarvestService or InsertSensorInfo operations. The 
former can harvest SensorML from another SWE server (e.g. an SOS server), while the later inserts 
SensorML directly into SIR. However for COMMON SENSE, it is seen as more practical if the SensorML 
can be registered and maintained in a shared database by an SOS server. SIR can then access 
SensorML from this shared database. This means, for COMMON SENSE, that a sensor only needs to 
register SensorML once via SOS (cf. Figure 2-1). In the future, better discovery functionality may be 
added to SOS. But it is recommended that COMMON SENSE work with the current and standard SOS 
2.0 to provide stable sensor metadata and observation data access, while researching and developing 
dedicated discovery functionality using SIR. 
 

 

Figure 2-5. SIR status handling 

 
SIR also supports sensor status handling. Figure 2-5 illustrates key SIR operations for this 
functionality. While SensorML is well suited for sensor discovery and interpreting their data, highly 
dynamic sensor status information is not well covered by SensorML (e.g. battery state). Complete 
SensorML are a large overhead for this purpose. Therefore, SIR defines a set of operations for 
searching, retrieving, subscribing, and inserting sensor status information [JN10].  
 
From the user application side the SIR GetSensorStatus operation enables a client to get status 
information for a sensor. However, a sensor or sensor system needs to insert/update server status 
into the SIR via the InsertSensorStatus operation. No requirements was identified requiring sensor 
status handling within COMMON SENSE WP2, but this option is available if required. 

2.2.1 SIR - use case scenarios 

Figure 2-6 illustrates the COMMON SENSE SIR use case for the sensor discovery service. This use case 
contains a single scenario. 
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Figure 2-6. Common Sense SIR use case – sensor discovery service 

 
Sensor discovery service scenario 1  
 
Sensor description is registered by SOS 
The SensorML document is registered by the SOS server (cf. Figure 2-3) into a central database. 
Thereafter, SIR can access this sensor description and provide sensor discovery and catalogue 
linking services for client applications. Sensor discovery using semantic reasoning techniques can 
also be incorporated via SOR or SWS (cf. Section 2.3). 
 

 
Figure 2-7 illustrates the COMMON SENSE SIR use case for sensor status handling. The use case 
contains a numbers of scenarios. Scenario 1 is the most automated and is recommended. 

 

Figure 2-7. Common Sense SIR use case – sensor status service 
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Sensor status service scenario 1 
 
Insert sensor status automatically 
The sensor automatically inserts/updates the sensor status document with the SIR server. 
Thereafter, client applications can access sensor status information. 
 

 
 

Sensor status service scenario 2 
 
Insert sensor status manually 
The sensor status is prepared offline and inserted into the SIR server manually by a human. 
Thereafter, client applications can access sensor status information. 
 

 
 

Sensor status service scenario 3 
 
Unsupported sensor status message 
If the sensor system is not fully or only partially conforms to SIR requirements (e.g. the SIR web 
service endpoints), then a software module is required to transform the given service message 
into a SIR service message. This software module can be located on a server. This scenario can be 
further broken down into sub-scenarios, where the transformation step can be invoked manually 
or automatically depending on requirements. Thereafter, client applications can access sensor 
status information. 
 

 

2.3 Sensor Observable Registry (SOR) and Semantic Web Service (SWS) 
Sensor Observable Registry (SOR) addresses access to ontologies and the execution of semantic 
reasoning mechanisms. It provides access to definitions of phenomena identified by certain URIs, and 
also enables the enhancement of the sensor discovery process by exploring and investigating the 
semantics of observed phenomena [JBN10]. The SOR specification is an OGC discussion paper. 
Therefore, SOR is not viewed as a stable or a final specification. Much work still remains to be done. 
A central challenge is the semantic enablement of SWE specifications and the incorporation into the 
OGC standardisation process [BEJ11]. 

 

Figure 2-8. SOR ontology and semantic reasoning service 

 
Figure 2-8 illustrates key SOR operations. The GetDefinition operation enables a client to retrieve the 
definition of a phenomenon identified by a given URI. The GetMatchingDefinitions enables a client 
to retrieve the URIs of definitions which are semantically related to a given phenomenon. The 
current SOR specification as it stands is outdated and needs deeper reviewing. For example, the SWE 
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Common Phenomenon schema is used by SOR. This schema is specified in version 1.0 of the 
Common Model (within SensorML 1.0) and is not supported by the latest Common Data model 
version 2.0. 
  
Further research needs to be undertaken regarding implementation of an ontology and semantic 
reasoning service for COMMON SENSE. For example, the use of the Semantic Web Service (SWS) 
from the NETMAR project [LAS12] will be explored. It implements a number of ontology and 
semantic reasoning operations and uses a triple store database for ontology content. The key SWS 
operations are similar to SOR, where GetDefinition is instead called GetConcept, and 
GetMatchingDefinitions is instead called GetRelatedConcepts (Figure 2-9). 
 

 

Figure 2-9. NETMAR SWS ontology and semantic reasoning service 

2.3.1 SOR / SWS - use case scenarios 

Figure 2-10 illustrates the COMMON SENSE use case for the ontology and semantic reasoning 
service. This use case contains a single scenario.  
 

 

Figure 2-10. Common Sense SOR or SWS use case – ontology and semantic reasoning service 

 
Ontology and semantic reasoning service scenario 1 
 
Ontology content registered by administrator 
The ontology content is registered into a database by an administrator. It is important that the 
O&M and SensorML encodings used by the metadata and data access service use case (cf. 2.1.1) 
are marked up with relevant ontology content. 
 
Thereafter, client applications can access the ontology and best use the semantic reasoning 
services. This service will also support the sensor discovery use case (cf. 2.2.1).  
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2.4 Sensor Event Service (SES) 
Sensor Event Service (SES) specifies an interface for server side filtering of sensor data based on 
criteria defined in subscriptions made by a client. The goal is to deliver notifications that match the 
filter criteria defined by the subscribers. Therefore, this service acts as an information broker.  
Chaining of these information brokers is also possible. It is applicable to scenarios where on-the-fly 
and near real-time filtering and aggregation of sensor data is required. It establishes the means for 
sensor data mining and fusion. 
 
The SES specification is an OGC discussion paper. Therefore, SES is not viewed as a stable or a final 
specification. SES uses the publish-subscribe communication pattern. This push based system enables 
data to be made available as soon as possible without the need to make repeated polling requests 
for new data, which can be inefficient. In contrast, SOS uses a request-response communication 
pattern. Support for publish-subscribe functionality within SOS would be beneficial to better support 
SES. In this regard, the OGC Publish/Subscribe (PubSub) Standards Working Group (SWG) is tasked to 
enable basic publish/subscribe functionality for existing and future OGC Web Services [PUB15]. A 
future version of the SOS specification will likely support publish-subscribe functionality as an option. 

 

 

Figure 2-11. SES eventing service 

 
Figure 2-11 illustrates a possible architecture for an eventing system. When using an existing SOS 
version 2.0 server, an SOS to SES feeder component is required. A binder is used to register the SOS 
server at the feeder. Thereafter, the feeder polls that SOS server both for new sensors (via 
GetCapabilities and DescribeSensor operations) and new data (via the GetObservation operation). 
New sensors are registered at the SES via the RegisterPublisher operation, while new observation 
data is pushed into the SES via the Notify operation for subsequent event processing. This creates a 
notification stream for a SES based on the standardised SOS interface. Based on criteria defined in 

http://www.opengeospatial.org/standards/sos
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client application subscriptions, a client will be then be notified of a given data event.  In future, with 
SOS supporting publish-subscribe, this feeder component will not be required. 

2.4.1 SES - use case scenarios 

Figure 2-12 illustrates the COMMON SENSE use case for the eventing service. This use case contains a 
single scenario. 

  

Figure 2-12. Common Sense SES use case – eventing service 

 
Sensor eventing service scenario 1 
 
Sensor description and observations uploaded to SOS, feed into SES 
The SensorML sensor description and O&M observation data are uploaded to the SOS server by 
another use case (cf. Section 2.1.1). New SensorML documents are registered and new O&M data 
are fed into the SES server via a feeder service which polls the SOS server for updates. The SES 
service feeds O&M data onwards to clients based on filtering criteria. 
 

 

2.5 Sensor Planning Service (SPS) 
Sensor Planning Service (SPS) provides a standard interface to task collection assets (e.g. satellites 
and other sensors). For example, a webcam takes pictures every 1 minute. The SPS interface to this 
webcam can change this setting ranging from 10 seconds to 1 hour. SPS is generic enough to support 
different kinds of request processing systems including the different stages of planning, scheduling, 
tasking collection, processing, archiving, and distribution of requests and the resulting observation 
data and information that is the result of the requests [SE11].  
 

 

Figure 2-13. SPS tasking service 
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Some important SPS web service operations are illustrated in Figure 2-13. From the user application 
side it enables a client to submit a task (Submit operation) and get the status of a task (GetStatus 
operation). Other important user application side operations include the ability to find out about the 
available tasking options (DescribeTasking operation) and information on how to access the data 
(DescribeResultAccess operation), e.g. via a SOS web service link. From sensor perspective, the link 
between the sensor and SPS server is sensor specific and not defined by the standard. 

2.5.1 SPS - use case scenarios 

Figure 2-14 illustrates the COMMON SENSE use case for the sensor tasking service. This use case 
contains a single scenario. 
 

 

Figure 2-14. Common Sense SPS use case – sensor tasking service 

 
Sensor tasking service scenario 1 –  
 
Sensor tasking is issued by client application, and executed by sensor 
A client application interacts with the SPS server to prepare and submit a task. Once a valid task is 
submitted, this task can be executed by the sensor system. 
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3 COMMON SENSOR WEB PLATFORM ARCHITECTURE 
 
The previous chapter analysed the various OGC SWE services that are relevant for building the 
Common Sensor Web Platform (CSWP). Recommendations from the state of the art review report 
COMMON SENSE D2.3 “Review of Sensor Web Middleware” [LDBM14] are also considered in 
determining the CSWP architecture. The CSWP will be built on existing, and recent, free and open 
source SWE implementations. In addition to the standard interfaces, it should provide a central 
database for storing and managing sensor data and observations. Data will be delivered to users and 
to existing earth observation systems, such as the GEOSS, through standard interfaces. 
 
The CSWP is based on service-oriented architecture (SOA) design patterns. Because each service 
component or application is accessed via a well described service interface, this encourages a loosely 
coupled architecture design. This enables service components and applications to be more reusable 
and interoperable in cost effective manner. Service oriented architectures can be implemented using 
web services. This enables service components or applications to be accessible over the Internet in a 
distributed fashion. Web services can be implemented using bindings such as SOAP (Simple Object 
Access Protocol), Key-Value Pair (KVP), POX (Plain Old XML), JSON web services, etc. Such bindings 
are based on procedural style interfaces. An alternative binding approach is based on the resource-
oriented architecture (ROA) style using REST. RESTful URLs rely purely on hyper-referenced and 
atomic resources. Typically, this is achieved by encoding the service operation parameters into the 
URL as path elements rather than, for example, as named KVP elements service-oriented 
architectures (SOA). 
 
The 52North Sensor Web framework was selected as offering the best support to the SWE services 
and operations. However, the 52North SWE service implementations are provided separately. Each 
has its own database and table structure. It is preferable for the CSWP to integrate the relevant 
services using one shared and integrated database (Figure 3-1), rather than keeping them separate 
from each other. 52North supports RDBMS database technology, in particular PostGreSQL/PostGIS 
and Oracle/Oracle Spatial. A triple store option is also include in the integrated database to better 
support ontology content. This integrated database would allow the CSWP to be better packaged and 
easy to deploy and configure. Therefore, the main effort will be to integrate the various 52North 
components into a standalone system with various web interfaces that access the same backend 
without the need of manual data synchronisation or harvesting. Other software such as NETMAR 
SWS and GeoNetwork CSW will also be considered to support generic Catalogue services and 
semantic reasoning services alongside the 52North SWE services. 
 

 

Figure 3-1. Integrated database 
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D2.3 outlined the priority regarding the implementation of the various services to support the 
Common Sensor Web Platform. This updated list is (the first being of highest priority): 
 

1. Sensor metadata and observation data access service (SOS) 
2. Sensor discovery service, ontology and semantic reasoning service (SIR,SOR/SWS,CSW) 
3. Sensor eventing service (SES) 
4. Sensor tasking service (SPS) 
5. Sensor status service (SIR) 

  
The D2.3 report recommended the first 3 prioritised items based on sensor developers requirements. 
The highest priority service, SOS, is also important for connecting data to GEOSS. According to the 
sensor developers, sensor task planning is not a requirement. The COMMON SENSE sensors will be 
deployed and scheduled to take measurements with a pre-set frequency, and the possibility of 
planning tasks with these sensors has been discarded. Therefore, the implementation of an SPS 
interface is seen as irrelevant in this project to date. Also, a sensor status service was not identified 
as a requirement. However, analysis of the later 2 services was included in this report in respect of 
fully analysing the current SWE framework, and any potential update of requirements for COMMON 
SENSE. This is done in light of ongoing discussions with other FP7 “Oceans of Tomorrow” projects and 
any quick wins in terms of potential collaborations. 
 
The following diagrams outline the architecture components for implementing the services based on 
analysis and use cases in the previous chapter to inform design decisions. For all these services an 
optional Gateway component is included to manage potential functionality such as security, data 
transformations, etc. A Platform Administration component is also included to help administration of 
the CSWP. The combined User Application components will together include functionality to search, 
download, visualise data, etc. within a web browser. The implementation details of these services 
will be furthered detailed in dedicated WP3 tasks. We expect that revisions will need to be made 
during development, once we fully assess how the implementation is working out in practice. 
 

 

Figure 3-2. Sensor metadata and observation data access service (SOS) 
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Figure 3-3. Sensor discovery service, ontology and semantic reasoning service (SIR,SOR/SWS,CSW) 
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Figure 3-4. Sensor eventing service (SES) 

 
 
 

 

Figure 3-5. Sensor tasking service (SPS) 
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Figure 3-6. Sensor status service (SIR) 

 
 
  



COMMON SENSE Deliverable number 3.1 

 

The COMMON SENSE project has received funding from the European Union’s Seventh Framework 
Program (Ocean 2013-2) under the grant agreement no 614155. 

 

24 
 

4 OCEAN SENSOR PHYSICAL LAYER (OSPL) ARCHITECTURE  
4.1 Overview Ocean Sensor Physical Layer architecture (OSPL) 

Figure 4-1 shows a high-level block diagram of the COMMON SENSE ocean monitoring system. This 
observatory is designed to collect the real time sensor data, primarily from distributed sensor units 
and store the data in the middleware sensor interface unit. The OSPL consists of an analogue sensor 
interface, sensor conditioning unit, standard serial bus interface, middleware with large storage and 
a standard gateway interface. The Smart Sensor Unit (SSU) handles all types of digital and analogue 
sensor (i.e. linear or non-linear) and converts sensor output into standard serial packet format.  The 
middleware sensor interface unit is responsible to collect the raw data from the sensor interface unit 
and convert into standard format. A physical realisation of the OSPL will probably involve a 
combination of a bespoke PCB and an off the shelf unit like the SmartDI1 from COMMON SENSE 
partners SubCTech. 
 

 

Figure 4-1. Overview of Ocean Sensor Physical Layer (OSPL) 

                                                             
1 http://subctech.eu/data_logger/smartdi_deck-unit/ 
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4.2 Smart Sensor Interface Unit (SSU) 
The Smart Sensor Interface Unit (SSU) is a smart plug and play interface unit capable of capturing 
signals from any type of sensor device and delivering the data to a host controller. Each SSU has a 
unique address and redundant bus interface, as shown in Figure 4-2. The main blocks of the SSU are 
as follows. 
 

1. Sensor Signal Conditioning (SC) block:  
This block will accept wide a range of analogue and digital inputs from sensors and convert it 
into ADC (analogue to digital converter) readable form. Typically, amplification/ attenuation 
and filtration are done in the SC block.  

2. Signal processing block: 
The processing stage consists of ADC (at least 12bit) and microcontroller (at least 8bit).  

3. Standard data and power interface block: 
The bus-interface block is responsible for serial communication and to power up the sensor 
node (SSU). Each interface block will have a unique address and around 255 [TBD] nodes can 
be connected with a single host controller. 

 

 

Figure 4-2. Block diagram of Smart Sensor interface Unit (SSU). 

4.2.1 Hardware (Physical) Serial Bus standards 

There are many hardware serial bus standards used in data acquisition and control applications and 
most of them support master and multi-slave communication such as RS232, RS422, RS485, Ethernet, 
FireWire etc2. In the above application, multiple SSU devices are connected with the same serial bus 
and deployed at relatively large distances from each other. Therefore, the selection of the right 
protocol is based on several factors i.e. robust, capable of working in noisy environment, full-duplex 
and able to communicate over long distance. The following table compares mode of operation, total 
number of drivers and receivers, maximum cable length, and maximum data rate between the 
popular serial bus protocols.    

                                                             
2 http://en.wikipedia.org/wiki/Category:Serial_buses 
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Specifications RS-232 RS-422 RS-485 

Mode of Operation Single-Ended Differential Differential 
Total Number of Drivers and 
Receivers on One Line. One driver 
active at a time for RS-485 networks 

1 Driver 
1 Receiver 

1 Driver 
10 Receivers 

32 Drivers 
32 Receivers 

Maximum Cable Length 50 ft (2500 pF) 4000 ft 4000 ft 
Maximum Data Rate (40 ft - 4000 ft 
for RS-422/RS-485) 

160 kbits/s (can 
be up to 1Mbit/s) 

10 Mbit/s 10 Mbit/s 

Table 4-1. RS232, RS422, and RS485 comparison  

As can be seen in Table 4-1, RS485 is a superset of the RS422 protocol with extended capabilities. It 
supports bidirectional communication over one pair of wires between several transceivers. 

4.2.2 Communication protocol standards 

The following is a list of potential protocols that can be used for serial communication between the 
Smart Sensor Interface Unit and the Middleware Sensor Interface Unit.   

 
1. CANopen bus: 

The CAN (Controller Area Network)3 was originally developed for on-board automobile 
systems. The CANopen network has a master/slave bus management structure and consists 
of 1 master and 1 or more slaves. CANopen allows up to 127 devices (the bus master and 126 
remote slaves). Transmission speed depends strictly on the type of cable used. 

 
2. Modbus:  

The Modbus industrial protocol 4was developed in 1979 to make communication possible 
between automation devices. The development and update of Modbus protocols has been 
managed by the Modbus Organization since April 2004. Simple and robust, it has since 
become a de facto standard communication protocol, and it is now a commonly available 
means of connecting industrial electronic devices. Modbus is an application layer messaging 
protocol, positioned at level 7 of the Open Systems Interconnection (OSI) model, which 
provides client/server communication between devices connected on different types of 
buses or networks. Modbus is a request/reply protocol and offers services specified by 
function codes. Modbus is an application layer messaging protocol for client/server 
communication between devices connected on different types of buses or networks.  

 TCP/IP over Ethernet.  
 Asynchronous serial transmission (wire: EIA/TIA-232-E, EIA/TIA-485-A; etc.)  
 MODBUS PLUS, a high speed token passing network. 

 
3. NMEA standard protocol: 

The National Marine Electronics Association (NMEA)5 has developed a specification that 
defines the interface between various pieces of marine electronic equipment. The standard 
permits marine electronics to send information to computers and to other marine 
equipment. NMEA is compatible with serial ports using RS232 protocols, however, it 

                                                             
3 “Introduction to the Controller Area Network (CAN)”,  http://www.ti.com/lit/an/sloa101a/sloa101a.pdf 

4 The Modbus Organisation - http://www.modbus.org/ 

5 National Marine Electronics Association - http://www.nmea.org/  

http://www.nmea.org/
http://www.nmea.org/


COMMON SENSE Deliverable number 3.1 

 

The COMMON SENSE project has received funding from the European Union’s Seventh Framework 
Program (Ocean 2013-2) under the grant agreement no 614155. 

 

27 
 

recommends conformance to EIA-4226. The interface speed can be adjusted on some models 
but the NMEA standard is 4800 b/s (bit per second rate) with 8 bits of data, no parity, and 
one stop bit.  
  

4. Compatibility with other Ocean monitoring FP7 projects  
The aim of using standard serial bus interface and communication protocol in COMMON 
SENSE is to enable compatibly with the other EU ocean monitoring projects under the 
OCEANS 2013.2 Theme. The list of serial bus interfaces and communication protocols used in 
these projects are given below, in Table 4-2. [TBC]. 
 
Project title Serial Bus interface Communication protocol 

SenseOcean RS485 Modbus 
SCHeMA RS485 OGC/SWE Protocol encapsulated in SHDP 
NeXOS RS232 and Ethernet SEISI (Smart Electronic Interface for Sensor 

Interoperability based on OGC) 
COMMON SENSE [TBD] [TBD] 

Table 4-2. List of communication protocols used in Ocean Monitoring FP7 projects 

 

4.2.3 Standard Interface specifications 

Several SSUs are sharing a common data and power bus as shown in Figure 4-1. In order to fulfil 
power requirements of all type of sensor units, it is necessary to meet interface specifications of each 
and every sensor node. Therefore, all SSUs interface specification must comply with a set of defined 
requirements, which will be detailed in D3.2. These requirements will include the following: 
 

1. Power requirement of SSU:  
[TBD] 

2. Data-rate requirement of SSU: 
[TBD] 

3. Packet size and format: 
[TBD] 

4. Set of Telemetry & Telecommand:  
[TBD] 

5. Type of Sensors: 
[TBD] 

4.3 Middle ware Sensor Interface Unit (MSU) 
Figure 4-3 shows the architecture of Middleware Sensor interface Unit (MSU) which is the heart of 
the OSPL. The MSU consists of large storage, data processing unit and communication interfaces. The 
MSU is responsible for collecting raw sensor data from connected sensor nodes after a defined time 
delay and storing with a time stamp. Moreover, the MSU will generate self-test on receiving a 
telecommand or (automatically after a time) and reports in case of fault detection within MSU or in 
SSU.      
 

                                                             
6 http://ftp.tiaonline.org/tr-30/TR-30.2/Public/2005%20Meetings/2005-06%20Arlington/For%20Review/TIA-EIA-422-B-Scanned.pdf 
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Figure 4-3. Block diagram of middleware sensor interface unit. 
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5 CONCLUSION 
This report prepares for upcoming WP3 activities for building the Common Sensor Web Platform. It 
provides the high level architecture framework using proven design patterns and best practices of 
service oriented architecture (SOA). The finer details of the architecture components will be specified 
as part of COMMON SENSE tasks 3.2 to 3.6. 
 
Chapter 2 analysed the various OGC Sensor Web Enablement (SWE) services that are relevant for 
building the Common Sensor Web Platform, while Chapter 3 outlined the high level architecture 
framework. The CSWP will be built on existing, and recent, free and open source SWE 
implementations. In addition to the standard interfaces, it should provide a central database for 
storing and managing sensor data and observations. Data will be delivered to users and to existing 
earth observation systems, such as the GEOSS, through standard interfaces. 
 
The 52North Sensor Web framework was selected as offering the best support to the SWE services 
and operations. However, the 52North SWE service implementations are provided separately. It is 
preferable for the CSWP to integrate the relevant services using one shared and integrated database, 
rather than keeping them separate from each other. Therefore, the main effort will be to integrate 
the various 52North components into a standalone system with various web interfaces that access 
the same backend without the need of manual data synchronisation or harvesting. Other software 
such as GeoNetwork CSW and NETMAR SWS will also be considered to support generic Catalogue 
services and semantic reasoning services alongside the 52North SWE services. 
 
Architecture analysis and diagrams for the following use cases and services were discussed (the first 
being of highest priority): 

1. Sensor metadata and observation data access service (SOS) 
2. Sensor discovery service, ontology and semantic reasoning service (SIR,SOR/SWS,CSW) 
3. Sensor eventing service (SES) 
4. Sensor tasking service (SPS) 
5. Sensor status service (SIR) 

 
 
While all these use cases and services will not be required for COMMON SENSE, as documented in 
the state of the art review report COMMON SENSE D2.3 “Review of Sensor Web Middleware”, 
architecture analysis of all the relevant SWE services was included in this report in respect of fully 
analysing the current SWE framework and any potential update of requirements for COMMON 
SENSE. This is done in light of ongoing discussions with other FP7 “Oceans of Tomorrow” projects and 
any quick wins in terms of potential collaborations. 
 
The OSPL is the main block in the COMMON SENSE Ocean monitoring system because it is fully 
responsible for data acquisition or integration of each sensor (analogue/ digital) until data fusion and 
transmission. The modular architecture and standard interface approach used in the OSPL helps to 
make COMMON SENSE compatible with other EU funded Ocean 2013-2 funded projects. Moreover, 
off-the-shelf available sensor-interface-units (e.g. SubCTech Smart DI unit) can be used in order to 
cut down the implementation time and cost. Each sensor node is plug-and-play like USB port and 
interchangeable in case of port damage or sensor node malfunctioning 
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7 ACRONYMS 
ADC Analogue to Digital Converter 

CAN Controller Area Network 

CFP Common Fisheries Policy 

CSW Catalogue Service for the Web 

CSWP Common Sensor Web Platform 

DBMS Database Management System 

GEOSS Global Earth Observation System of Systems 

GOOS Global Ocean Observing System 

JSON JavaScript Object Notation 

KML Keyhole Markup Language 

KVP Key-Value Pair 

MSFD Marine Strategy Framework Directive 

MSU Middleware Sensor Interface Unit 

NMEA National Marine Electronics Association  

O&M Observations & Measurements 

OGC Open Geospatial Consortium 

OSI Open Systems Interconnection 

OSPL Ocean Sensor Physical Layer  

POX Plain Old XML 

RDBMS Relational DataBase Management System 

REST Representational State Transfer 
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ROA Resource-Oriented Architecture  

SC Signal Conditioning  

SDI Spatial Data Infrastructure  

SensorML Sensor Model Language 

SES Sensor Event Service 

SIR Sensor Instance Registry 

SOA Service Oriented Architecture 

SOAP Simple Object Access Protocol 

SOR Sensor Observable Registry 

SOS Sensor Observation Service 

SPS Sensor Planning Service 

SSU Smart Sensor Interface Unit 

SWE Sensor Web Enablement 

SWS Semantic Web Service  

URI Uniform Resource Identifier 
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